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10 June 1981 


MEMORANDUM FOR: Chief, Management and Planning Group, IMS/DO 


lef, Classification Review Division, OIS/DA 


SUBJECT: Downgrading of Classified Information 


RUFERENCE : Memorandum from Chief, IMS/MPG, 
dated 16 December 1980; same subject. 


it. First of all, my apologies for not responding to your position paper 
(Reference) earlier. 


2, After careful consideration of the position set forth in Reference, 
we must advise that we find ourselves in some disagreement, to wit: 


a. to say that all information concerning such a broad category of 
information as encompassed by intelligence sources, methods, and activities must 
be held at the SECRET level, as implied in Reference, is somewhat arbitrary and, 
we believe, indefensible; 


b. some of this information was (and is) originally classified CONFIDENTIAL, 
or given only internal administrative protection; an 


c. this approach tends to undercut the spirit of EO 12065 which states 
that "the least restrictive (classification) designation shall be used" when 
there is “reasonable doubt'' as to which classification level should be asSigned 
to a given item of information. 


3. We are in agreement, of course, that classification and classification 
level are based on the degree of damage that would result to our national secu- 
rity from disclosure. We also agree that information concerning intelligence 
activities, sources, and methods requires protection certainly for twenty to 
thirty years and most likely for a much longer period. We also would be inclined 
to agree with the statement that "the unauthorized disclosure of information 
revealing intelligence sources and methods is generally expected to cause serious 
damage to national security and therefore it is initially classified at least at 
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the SECRET level." ‘this is a rather broad. basi iti di 
room for Classification of some material at a lover lever ete (oe oe 
and it is on this point that our viewpoints essentially differ The tale arias 
vera po vement 4s "'generally,'' which is inoperative if we accept the conclusi i 
given in the final unqualified sentence of Reference that "intelli eee 
and methods information should remain classified indefinitely eC ieee. sas 
SECRET level." ‘lo exclude absolutely the possibility of using a lower i oy f 
Classification for such’ material is, in our opinion, not justifiable evel o 


4, Indeed a sizable quantity of the DO “ds i i 
Classification review contains ascent Hacfd OMen aaa 
also find material bearing the obsolete RESTRICTED marking, and occa an i; ee 
documents which have no classification markings at all, Our Ss oe a ee 
cation review process is designed to correct the Classification eryge oF aa 
where that is necessary and appropriate, but in these cases we would be } ee 
pressed to justify upgrading all such material to the SECRET level, which 4s 


CONFIDENTIAL level. Indeed, the biggest single co ai 

DO Classification Guide put out under EO 12065 Peg irs ee ates 

made for information that did not warrant more than a CONFIDENTIAL asec 

level. it must be remembered as well that in systematic classification + aa 

we consider each item or document on its own merits and judge the proper eee 

fication level accordingly. When Classification is extended. we fee ae k ee 

document the date for declassification or the next review (Section 3-401, De 
i: - 


oo ». It must be recognized, despite the entirely valid considerations set 
torth in paragraphs 3 - 5 of Reference, that some "intelligence activiti 

sources, or methods" information is in fact, less sensitive; e g corn 
ational Support information. Other information becomes less sensitive ith oe. 
passage of time and/or intervening events. One has only to look at ouch oe 
as the once highly clandestine Agency sponsorship of Radio Free Europe riaaes 
Radio Liberty, now acknowledged, or the Pentagon Papers MHCHAOS anid MKULTRA 
information which is now in the public domain as a result of official discl ; 
(not always endorsed by the Agency, to be sure, but revealed nevertheless) ones 
Conversely, of course, some information may now be more sensitive than when 
renal Classified (or sometimes not classified, through inadvertence ey 
elec Our systematic review procedures take both of these factors into 


mcr Section 1-101 of FO 12065 states that "the least restrictive (classifi- 
cation) designation" shall be used when, as is sometimes unavoidabl the case : 
in an uncertain world, there "is reasonable doubt" as to the eiasciniae cn . 
level to be assigned to a given item of information. CRD must pay due regard 
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to this admonition which we believe is applicable to systematic classification 
review as well as to original classification actions. We are well aware of the 
possible consequences of revelations concerning intelligence activities, sources, 
and methods and every effort is made to ensure that all information reviewed. 
retains an adequate level of classification. Downgrading (and, for the matter, 
upgrading) determinations are made only when the classification designation 
found on a document is deemed inappropriate at the time of review in terms of 
the extent to which unauthorized disclosure of the information could adversely 
affect the national security. 


_ ¢?. We would welcome further discussion of this issue to obtain a mutually 
satisfactory position. 


STAT 
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16 December 1980 


MEMORANDUM FOR: Chief, Classification Review Division, 
DDA/OIS 
FROM: 
alert, Management and Planning Group, DO/IMS 
SUBJECT: Downgrading Classified Information 
is This will confirm the results of discussions between 
the undersigned and Chief, Operations Branch, 


Classification Review Division, namely that information concerning 
intelligence sources and methods and activities should remain 
classified at least at the SECRET level and should not be downgraded 
in the course of systematic review for declassification. It is 
recognized that such information would continue to be protected were 
it downgraded to CONFIDENTIAL but the basis for classification is 
not protection but the degree of damage to national security that 
would be caused by the unauthorized disclosure of the information. 


Zs The unauthorized disclosure of information revealing 
intelligence sources and methods is generally expected to cause 
serious damage to national security and therefore it is initially 
Classified at least at the SECRET level. As we see it, there are 
three bases for such classification: 


a. The need to protect the operation. 
b. The need to protect the source. 
c. The possible repercussions to foreign affairs and 


to intelligence operations in general which are caused by 
such revelations. 


ce The need to protect an operation lasts much longer than 
the operation does. If war plans are stolen and it becomes known 
the recourse is to change those plans. If public opinion is changed 
or political action is undertaken because of clandestine activities 
the revelation of such activities goes along way toward undoing the 
results of the activity. Similarly, the identification of a 
clandestine intelligence source has Pgssible repercussions for the 
source his family and close associates,extend far beyond the period 
of clandestine activity. In both cases it is difficult to set time 
limits on the degree to which unauthorized disclosure would affect 
national security. : 
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4, The third basis for classification, repercussions to 
foreign affairs or intelligence activities in general, can be equally 
serious and extend far beyond the life of an operation or agent. 

For example, revelations of specific cases of espionage in a 

country can seriously affect foreign relations with that country. 

Tt can not only incense the government and public but call into 
question whether or not the United States is continuing such 
activities in that country. Even if one can anticipate no such 
reaction from a current government, governments change and what might 
be tolerated today may be viewed as intolerable by a succeeding 
government. fran is a good example. 


5. Finally, repercussions to intelligence operations are also 
far-reaching and long lasting. As the result of disclosure of 
intelligence activities foreign governments May institute tighter 
security controls, set up counterintelligence activities and make 
operations much more difficult. An inability to protect agent 
identities could have serious effect upon the willingness of agents 
to work for an intelligence organization. For these reasons we 
believe intelligence sources and methods information should remain 
Classified indefinitely at least at the SECRET level. 


STAT 
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MEMORANDUM FOR: Chief, Classification Review Division 


FROM 
Chief, Operations Branch 


SUBJECT: Comments on[ | Memorandum Concerning 
Downgrading Classified Information dated 16 Dec 80 
ie Les mkes a good potht that classification is based on the degree 
of damage to national security that would be caused by unauthorized dis~ | 
closure and not on how it is to be protected. 
2. In paragraph 2 he talEs of the unauthprized disclosure of classif- 


iad information which reveals intelligence sources and methods is generally 


expected to cause serious damage to the national security. That, I believe, — 


is a good point and a reasonably supportable one. 

3e His argument that protection must last a long time is, I think, 
valid when it refers to the prote¢tion of intel ligence sources, methods, 
and activities as wall as to gmebaws U.S. foreign rclations. Thus i 
Save that we can agree with his conclusion that such information sfould 
remain classified for long periods even indefinitely. 

ht. Where he comes a cropper, in my opinion, is that in his conclusion 
les implies that all information of this nature should remain classified at 
the SECRET level when his argunent, wiich I believe is more accurate, is 
that such information "is generally expected to cause serious damage." 
i believe that his position would he acceptable if his conclusion agreed 
with his argument, ise. that information concerning intelligence activities, 
sources,and methods and U.S. forcign relations generally is to be retained 


at the SECRET level but that there my be exceptions. 
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MEMORANDUM FOR : Chief, Management and Planning Group, DO/IMS 


FROM 


Chief, Classification Review Division, OIS/DDA 
SUBJECT : Downgrading of Classified Information 
REFERENCE 


as 


C/IMS/MPG memorandum dated 16 December 1980, same subject 


1. Reference takes the position that the unauthorized dieclosure of information revealing 
intelligence sources and methods is "generally expected" to cause serious damage to 
national security and therefore such information is initially classified at least at the 
SECRET level; and further, that information concerning intelligence sources and methods 
should not be downgraded below that level in the course of systematic review for declas~ 


sification. We do not entirely agree. 


2. Aside from the clear cifference in meaning between "revealing" and”concerning", it 
should be noted that Executive Order 12065 provides a presumption of national security 
damage only in Section 1-303: "Unauthorized disclosure of foreign government infermatien 
or the identity of a confidential foreign source is presumed to cause at least identifi- 
able damage to the national security." This prevision clearly dictates a minimum clas~ 
sification level of CONFIDENTIAL for such information (but faryw other); it cannot in 

our view be stretched to imply a presumptien of "serious" damage (warranting SECRET clas- 
sification) for the above or any of the other categories of classifiable information 
covered by the Order, including that which "concerns intelligence activities, en 

or methods" per Section 1-301(c). Indeed, information in this categery as well as the 


others listed in Saction 1-301 may clearly be classified at any level from GONFIDENTIAL 
re ee 


to TOP SECRET, Diamay-met--be-clesstibed-arties 
ons a be Sxpsersabe-aaugs se eesetaenes tke 


tior.dm3097 >)" 


3. It may be worth noting that a good deal ef the information CRD receives for systematic 

review was initially classified, if at all, neo higher than CONFIDENTIAL, Unmarked infer= 

mation (as well as that bearing the obsolete RESTRICTED classification) ie sometimes 
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upgraded to CONFIDENTIAL or even higher upon review, if ite content er other considera- 
tions so warrant, It has long been apparent, alse, that some ef the material reviswed 
was initially misclassified (too high, too lew, or net at all) even under the leeser 
standards prevailing in former times, The review proaesa ia designed, among other things, 
to correct such misclassificationsa in accerdanoe with E,0. 12065's requirements, Even 
aside from the implied vielation of the letter and spirit of the present Order, MOPGover y 
CRD cannot in good consclenes retain higher levels of classifieation than those approp= 
priate to the degree of national, security damage "reasonably to be expected" from unauth= 
orized disclosure at the time of review or subsequently (Leto, until the next scheduled 
systematic review date), regardless of the cxficumstaness under which it was initially 


classified ~- 20 or more years ago, in most casea. 


lh. It must be recognized, despite the entirely valid considerations set forth in para~ 
graphs 3e5 of Reference, that some "intelligenee activities, sourees, or metheds" infers 
mation does in fact become less sensitive and protestable with the passage of time and/er 
intervening ovents. One has only to look at such instances as the now leng-acknowledged 
imt once highly clandestine formsr Agency sponsorship of Radio Free Eurepe and Radice 
liberty, or the Pentagon Papers, MHCHAOS and MKULTRA infermation which is new iu the 
publie domain as a result of offieial disclesures (net always enderaed by the Ageney, 

to be sure, but revealed nevertheless). Conversely, of course, some information may 

now be more sensitive than when initially classified (or sometimes not elassified, 
through inadvertence or otherwise). Our systematic review precedures take beth these 


fastors into accounte 


By —-CRD OS 8S" net” UOWEradey-Tet stone deelessifiy, infermatien which reveals specif 
Sra ene : : 


eet SELLOONAO NT I ut 


Winer ae 8," S0UTeas or mothads although 


approrrTats™ Inthe Cass tf infermattonr Thilo mereky "oer G Bo TITS 
lewi-vf vlussifivation-sslected in eask—tnsteneal. essen 1 of a retetiog; 
_roflest-thedegraes of damage unticipabed-from tnaiMerized disclosures “At-the same tsne, 
all lovels except UNCLASSIFIED depend wrtimstely on an underlyiit—“need—to-protect™ -— 
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5. Paragraph 1 of Reference correctly notes that information must be classified at 

a level corresponding te the degree of natienal sseurlty damage anticipated from its 
unauthorized disclosures. At the same time, as alse discussed in Refarance (paragraphs 
2 through 5), all classification levels ultimately depend upon an underlying "need to 


pretest" the information, 


S. Section 1-101 of £0. 12065 states in no uncertain terms that "the least restrictive 
(classification) designation! shall be used when, a3 is sometines unaveidably the ease 

in an uncertain world, there "is reasonable doubt" as to which slassifieation level 
should be assigned to a given item of information, CRD regards this previsien as binding, 
with due regard for the factors pertinent to each case, not only on initial classifica- 
tion determinations but also on those made upon systematic review. Ws are well aware of 
the possible consequeness of revelations concerning intelligense activities, seurses, and 
methods. Every effort is made to ensure that all information reviewed retains an adequate 
level of classification, Downgrading (and, for that matter, upgrading) determinations are 
made only when the classification designation initially assigned is deemed inapprepriate 
in terms of the extent to whieh unauthorized disclesure ef the infermatien under review 
could adversely affect the national security -- defined as "the national defense and 


foreign relations of the United States" in Seetion 1-60) ef the Order, 


/s/ 
C/CRD 
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tt is diffieult to venture a mx meaningfulk or helpful comment on Les! memo inasmuch as 


(herve is Little that he touches on heommmeme in his pever that ve have not already encountered 
ene ceerstonelly mece bench-merk decisions on,in keepine with some of the supecested 
strictures he bag favored € it is perha.s too casily forpotten that not toc long ago wost 
of CRE ves furteusly jouncradin’ -aisemnterixoften doclas sifying-fC dosunents,until Ors 
branca personnel ax ressed tcedry univers. l alarm and the flow wes staunched besed on the 
rev oevers! rocopntiiton of SEG Es Sa cumtletive demage), 
at fans ee tect 2 tte point in time,then the 4pency's classification 
: is leking a re HantieCee ane tessx and mere retionsl stance on t'.e sentsek 
fe Westone RK cochuents created in 19f1,hes is fislting bard to 
retetine to Lourees ond motheds 20 and 20 wears old are held at the 
indefiniie -eriod ef tire,rerhans in perpetuity (Comment: It has been 
she “resent tine , comple ed iGA's which cite complete bio data on potential, 
es,yolreney varticlly cetive apent escets,are piven a confidertial classification, 
's reduetion in the classification standing of such clear cut source ANC olebewelar 


a 


etood weterial tas pede possible bL vervets of modern computer wisaiwge. storage and 
ree: rd ¢ 


j 
yt 
Locuniinry), tune ore far sry ee from the ancient endemic elessificetion 
practises of 20 and 30 en practically everything,even the cost innocuous 
locdstiecl ¢ross,urs routinely -arked 
neerna ist a verticenier 


wil wa secret stompk more out of habit rather then 
pince of caper re-tcsented notentia’ grave damage to the 


i 


ecm epoch bapp er with this weme if Les had provided a heslthy list of mewspendeasss 
samples cf the variety of wateriats that he deems to coystitute serious or grave damace to 
cettone)] Saute tesa all eve ¢ pretty firm crasp of whet constitutes darage to the national 
security ond in meny cases ve heve verhars Leen overly stringent in Gur ‘semséa@umbeme: oscessment 
ef potential demage in inetances fnvolvineg sources end wie ethods and possible problems 
PRoconmectton mith foredin cffairs ty the sare token however,even in the most sensitive of 


would heve 


Sex cdl cone aerass wateriais (ndsinistrative, fine ance clon tstica) wa in Oy 
Be wy d,which in themselves could not possibly be construed as Wexi ny 
inp fhe ee oF pos ible deospe to the security of the JSCx (a packape of 


ror entertein ent end miscelienecus expenses devoid of reves,loca ‘Cions,purpose 
damning deta coutec not coneceival ly be reverding as damaging unless the reader 
0 agg Cece ss nm uncerste ding of the oneratianal context €.f. the entire beeckdrop). 

Tt is unfertunete tist tn the first peracraph of his Beraethe writer got caught in something 
OF — sowentie wickety vhich viticles or wackens soxe cf hie leter coments,iia states that the 
wots Tor elescifieat:.n is not mrotecticn but sohee the degree of damagegas if protection 
i wpe were mutually exclusive.Prom this lie leaps t ‘the conclusion thet gm all 
i ence gources anc uccthods mgm meteria’s must be classified secret to assure protection, 
so ecndktin: the ovreminse that classifieation in any cdepree is designed to assure a form 
Fo protection. Our nosition slould be thet although ve generally egree that el] sources and 


efhode o. Serial warrents protect on,tuere ere shéedes end cepress of damage that recuirep 


Ci fering crodetions of scotection. Serve elements of security damage are sore prievous than 
ni .Ors tlio know ond,in such instences (atomic related data is an example) ,special 


vesionations have ‘een created te assure that such data is protected withdut any time limits, 
Lthouge! there is nexgen of eeurse no Sou ae thet can be drawn between the damare 
EE £ 
inherent ‘n the revelation of atomic releted da ine that connected with sources and 


etbods meteriels,tt dses enpear from studying ae memo in question that an effort jis being 
“ace to extend sn all embrecing Secret clossification wmbrella over meterials thet do often 
viminish in significence sift: the pesrape of time and must be reviewed periodically by 

b 


a 


je revierers to determine if they have lost thexx camare potential thet 


een prompted the nous VY oclissification, Another factor to be considered and one which 
seers te fly ie the face of the lxecutive order.is that the over-arching restrictive posure 
recommended in the memo ae the use of downgrading which the Executive order never 
countensnces bul,rethe. in feet,recommended es nart of the refiew procedure, 


cnowledpen 
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a final reservation thatlxy sould !e eonsidered sters from the fact that,if the 
exible stend teken in the memo Leennes doctrine,we may be buying the Agency a good 
of grief on the ovevk of court cases invoélvineg F.I.CLA and manuscript review ete, It 
moy be diffieuwlk to convinee a fudee of tre validity of our cause if ve continue to use 
fhe crave camece elassifiectieon/excuse in cece: ants touching on the minutiae of sources and 
wethods when the vesssee of tive tes rensered them clearly less dameping and when it is STAT 
STAT: vicent that we heve mt even taken i trouble to reeognize this diminution in damaze 
phen rsh by employing - lesser classifi cation permittted end recommended by law (will the judge 
x ingerstendingeor omisedetnen we cell tiim that a 
mint etil’ resein an the Secret level becauce its reveletion would 
Vervlse de crave damése to the Use, T think he wight ask with venom ‘f tte prave damegeSTAT 
hoe be oo eugle mee teen reduced tn size cra importence end rece more realistic byk 
classificetior to Corfidantial 
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MUMNORANDUH FOR: Chief, Classification Review LivYsion 


FROM: 
Chief, Operations Branch 


SUBJECT: Somments on[____—_—_]§ Memorandum Concerning 
Downgrading Classified Information. dated 16 Dee 80 

i. Les mkes a good pobht that classification is based on the degree 
of damage to national security that would be caused by unauthorized dis- | 
closure ard not on how it is = be protected. | sh 

2. In paragraph 2 he tals of the unauthorized disclosure of classif-— 
idd information which reveals intelligence scurces and methods is generally 
expected to cause serious damage to the national security. That, I believe, | 
is a good point and a reasonably supportable ones 

3. His argument that protection must last a long tine is, I think, 
valid when it refers to the prote€tion of intelligence gources, methods, ; 
and activities as wall as to mmbeet U.S. foreign relations. | Thus a 
believe that we can agree with his conelusion that such information should 
remain classified for long periods even indefinitely. . 

lie Where he comes a cropper, in my opinion, is that in his conclusion 
les implies that all information of this nature should remain classified at 
the SECRET Level when his argement, wiich I believe is more acevrate, is 
that such information '"is generally expected to cause. serious damage." 
I believe that his position would be acceptable if his conclusion agreed 
with his argument, i.e. er information concerning intelligence activities, | 
sources,and methods and U.S. foreign relations generally is to be retained i 


at the SECRiT level but that there may be exceptions. 
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